HR 2000 SDN BHD

Employee Self
Service
solution for
Claim
Submissions

Call us at 03-56329094 or
visit www.hr2000.com.my
to learn more about our
range of payroll and human
resource software solutions.

"HR2000 e-Claim

What is HR2000 e-Claim?

e-Claim is the Self Service solution enabling employees to enter
mileage and expense claims from their workplace PC or home
computer.

Amongst the prime objectives of the e-Claim is ease of input and allow
employees to follow the progress of their claims through the e-Claim
Workflow process.

By enabling claimants to submit their travel and subsistence claims
throughout the period, e-Claim speeds up the flow of claims
processing thereby avoiding the traditional month-end bottlenecks.
This will assists the timely payment of employees’ claims whilst
retaining the necessary controls within e-Claim to safeguard the
integrity of the data and accuracy of payments.
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HOW IT WORKS !

* E-mail notifications are sent to notify
relevant parties upon claim application,
approval, rejection and cancellation
process.

Approving officer(s) validates
the application and decides to
approve or reject the

Approved applications are

updated to reflect up-to-date

Employee submits the claim
form with supporting

Key Features:

MODULES

Allows user-friendly employee claims submission

Allows employees to check claims status and balances
Allows HR Administrator to assess employees’ current &
history claim details

Easy pre-defined common claim types

Apply claim in advance and save as “draft”

Submit claims with scanned receipts

Unlimited Employees Creation & Access

Claims management reports

CONTROL

Limit claim amount by per claim, per month or per year
basis

Supported claim type are Travelling, Medical & Dental,
Entertainment, etc

Auto-calculate claims entitlement

MANAGEMENT REPORTS

Claim Entitlement Report
Claim Approve Report
Claim Reject Report
Claim Pending Report
Claim Cancellation Report

SECURITY & NOTIFICATION

User identification & password protected login

Support multi-tier claims approval via email

Notifies relevant departments upon approval or rejection
Web-based application using MS SQL secured database

INTEGRATION

Export claim records for external software applications
integration use
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Network & Data Centers

HR2000 web-based platforms are fully hosted in SHINJIRU Malaysia.

About Shinjiru Malaysia

Shinjiru has 2 data centers in Malaysia, one in Menara AIMS, Kuala Lumpur and another in CX2, Cyberjaya. SHINJIRU Malaysia is a leading web
hosting solutions company in Malaysia (since 1998). SHINJIRU has achieved numerous awards and certifications such as the 1509001:2015
Certification, APNIC IP Provider, Certified ICANN Registrar, Official MYNIC Partner, MSC Status, Deloitte Technology Fast500 Award, Microsoft 1-
Tier Cloud Solutions Provider, Microsoft Silver Certified Partner and many more. Shinjiru is SOC2 certified by DELOITTE PLT

https://www.shinjiru.com.my/accreditations-awards/

Anti-DDoS Protection
With the help of our built-in Distributed Denial of Service (DDoS) detection and mitigation services, our premium network is able to absorb the
DDosS attack before it reaches your server.

Sophisticated Detection Techniques
Built-in attack profiles, statistical and behavioral analysis methods to quickly identify attacks in progress.

Advanced Monitoring Network System
Scrutinizes network traffic in real-time to identify anomalies, quarantines attack packets and blocks malicious traffic.

Clean Pipe Network
Our premium network cleans all internet traffic, eliminates malware, spam and viruses without you incurring capital expenditure on hardware.
Rest assured that your data is clean and secured.

Higher Burstable Level
Our premium network allows you to burst your bandwidth up to 10 times more than a normal network.

100% Bandwidth Utilization
Our system eliminates threats and ensures clean traffic, which is why you get the optimal utilization of bandwidth you purchased. You get 100% of
what you paid for!

B® Microsoft
|| Partner



https://www.shinjiru.com.my/accreditations-awards/
https://www.shinjiru.com.my/accreditations-awards/
https://www.shinjiru.com.my/accreditations-awards/

Server Infrastructure Diagram

Database & Files Backup
* Daily to Multiple Locations

e
(=
g f
<P] Database & Files Backup
o ﬁ * Weekly to Multiple Locations
o
-
P
=,
= o
= Alert & Monitoring
— o : o
N /7 Server uptime monitoring
* Firewall
* Antivirus
* Harddisk RAID
* SSL Encryption

HR2000 Dedicated Servers

Public Internet

External Backup &
Monitoring



B
@ Backup Diagram

Backup Type Level #1 Recovery Level #2 Recovery Level #3 Recovery

Live Daily Backup Weekly Backup Monthly Backup

iPayroll.com.my Server 167174

Hrserver.com.my (Disaster Recovery)
(Raid)

[1] MSsQL 2

*ZIP password protected*

Server 149724 Server U6-A Server U6-B

[2] Files &

iLoginHR.com
(Raid)

Server U10-A

Backup Policy

# Multiple Backup Sets & Locations (Backup 3-2-1 Policy) 1
MSSQL Backu
# Multiple Recovery Levels . Q p

# Disaster Recovery Server — On Standby Web Files (eg. Attachments, documents)



Backup 3-2-1 Policy

The 3-2-1 backup rule is a data protection strategy that recommends creating three copies of your data, storing them on two different media types, and keeping one copy off-site.
This method ensures data redundancy and protection against various failure scenarios, including hardware failures, data corruption, and natural disasters. By following this rule, you
can significantly reduce the risk of data loss and improve your ability to recover data in case of a disaster.

Disaster Recovery

Disaster recovery (DR) is a process for restoring an organization's IT infrastructure and operations after a disruptive event, whether natural or human-caused. The goal is to minimize
the impact of the disaster and restore normal operations as quickly as possible.

Firewall

A firewall is a network security device that acts as a barrier between a trusted internal network and untrusted external networks, like the internet. It monitors, filters, and controls
incoming and outgoing network traffic based on predefined security rules. Firewalls help protect networks from unauthorized access, malicious activities, and potential threats.

Antivirus

Antivirus software is a security program designed to protect computers and other devices from malware, such as viruses, worms, trojans, and ransomware. It works by detecting,
preventing, and removing these malicious threats, helping to keep devices secure and prevent data loss or damage.

Hard disk RAID

HDD RAID refers to using multiple hard disk drives (HDDs) together in a Redundant Array of Independent Disks (RAID) configuration. RAID is a storage system that combines multiple
physical drives into a single logical unit to improve performance, increase storage capacity, or provide data redundancy (protection against drive failures).

SSL Encryption

SSL encryption, or Secure Sockets Layer, is a protocol that secures online communication by encrypting data transmitted between a website and a web browser or between two
servers. It's a key part of what makes websites appear secure, represented by a padlock icon in the browser's address bar. Essentially, SSL encryption ensures that sensitive
information like passwords, payment details, and personal data remains private and protected from interception during online transmission.

Alert & Monitoring

An alert and monitoring tool is a system used to proactively track the health and performance of systems, applications, or infrastructure, and then automatically notify administrators
or operators when specific conditions are met or thresholds are breached. These tools help identify and resolve potential issues before they impact users.



Service Level Agreement (SLA)

Version Date: Sept 25th 2025
Definitions:

HR 2000 SDN BHD (“HR2000”, “we”, “our”, or “us”) is committed to carry out our obligations to ensure customers
data safety and application reliability and performance.

HR2000 operates a web-based solution available via our website and sub-domains of iPayroll.com.my /
iLoginHR.com / HRserver.com.my (our “Website”), our application software (our “Platform”), and our mobile
application software for digital tablets and mobile phones (our “App”) as well as other products and services that
we make available (together, the “Services”).

“Customer” shall mean the organization (company or other legal entity) that is receiving our Services pursuant to
HR2000’s general terms and conditions of services and “End User” shall mean any individual who has access to our
Website, Platform, and/or App.

1. Purpose

This Service Level Agreement (SLA) describes the standard level of service customers can expect from HR2000. This
SLA attempts to quantify the levels of service that customer of HR2000 can expect, and the remedies we offer in
case HR2000 fails to provide service at those levels.

HR 2000 SDN BHD (475163-M) | Website: www.hr2000.com.my
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HR2000 is committed in providing:

E-mail & phone support response time is guaranteed within 60 minutes (exclude peak hours) and
available within HR2000 standard business day.
Technical assistance in the event of a glitch; to repair and fully restore in the event data corruption is
detected.
Regular software updates included system stability improvements, bug fixes, system security fixes, new
and/or enhanced features, and further improvements to performance. HR2000 retains the right to modify
the frequency of features release availability at its discretion.
HR2000 is committed to protecting your privacy. Authorized employees within the company on a need-to-
know basis only use any information collected from individual customers.
The following services are available upon customers’ request and subject to additional fees:

o Re-fresher Software training
Re-installing the SERVICES into customers computing environment
Poller Installation
Payslip Customization
Database Conversion
Database Clone Setup
Database Portability: To obtain your Personal Data that you have provided to us with your
consent in a format which enables you to transfer that Personal Data to another organization

o Plug-In: CEO Login (Group) / Claim Project / MTD Payroll GL Report / Claim GL Report
A highest possible 99.75% server uptime for its paid services, excluding scheduled maintenance.

O O 0O 0 0 O

Backup & Redundancy to multiple different locations in Malaysia, namely

(a) Redundancy data protection Using RAID

(b) Databases & Files backup located to multiple secured remote locations

In the event of data disaster, HR2000 will perform a 24-hour data recovery from the most recent sets of
reliable backup data.

Data Security Assurance: SSL/TLS (SHA-256) encrypts data transmitted between the website and the
user's browser; Database backup sets are in encrypted ZIP (AES-256) format; Data User login with Two-
factor authentication (2FA); PDF password protected with 128-bit AES;

Server Security Assurance: HTTPS secure access; Antivirus; Firewall; DDOS Protection; Harddisk RAID;
Backup 3-2-1 policy; Internal Penetration Testing; Server OS updates; Secured administrator access login
with NLA and SSL enabled; Disaster Recovery server; Server Alert & Monitoring;

This SLA does not cover (without limitation):

Network performance at customer's physical location or internet access point (such as a local DSL/cable
modem).

HR 2000 SDN BHD (475163-M) | Website: www.hr2000.com.my
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4. Service Availability & Response Time

Telephone and e-mail support (Mon — Fri) 9:00 am to 5:45 pm - excluding State & Public holidays. All reports
of Incidents must be made to HR2000 by customer’s Authorized Contact(s) either via e-mail or telephone.

HR2000 will respond to service-related incidents and/or requests submitted by the Customer within the
following time frames. These levels are used to categorize the impact and urgency of incidents, allowing for
more efficient and targeted support:

(a) Severity Level 1 (S1 - Critical) means the most severe issues, often impacting the entire system or
organization. Examples include a complete system outage or a critical security breach.

(b) Severity Level 2 (S2 - High) means significant problems that affect a large portion of users or applications,
but not the entire system. Examples include a major network outage, critical data corruption or server
hardware failure (such as hard drive, memory, processor, power supply, NIC and motherboard).

(c) Severity Level 3 (S3 - Medium) means issues that affect a smaller subset of users or applications, but are
still disruptive. Examples include a functional issue or a performance degradation.

(d) Severity Level 4 (S4 - Low) means issues that have limited impact and are not considered critical. Examples
include a cosmetic bug or a minor performance slowdown.

Severity Level Support Resolution Time Sample Incidents
5 business days (max) Complete system outage or a critical security breach
eg. affects an entire service, resulting in the inability to
perform/provide the functions of the service
S2 (High) 2 business days (max) Major network outage or a critical data corruption
eg. affects user’s ability to perform a function that is critical
to their role and standard business operations

S3 (Medium) 24 business hours (max) Functional issue or a performance degradation
eg. moderately affects a user's ability to perform functions as
a part of their role

S4 (Low) 4 business hours (max) Cosmetic bug or a minor performance slowdown

eg. Does not impede a user's ability to perform a function or a
workaround is available

HR 2000 SDN BHD (475163-M) | Website: www.hr2000.com.my
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5. HR2000 Dedicated Server hosted @ Shinjiru [ISO 9001:2015]
e Dedicated Server: Quad Core Xeon E3 / 64GB RAM / Bandwidth: 1 Gbps
e Server Location : Hosting by Shinjiru @ AIMS Kuala Lumpur, Malaysia
e Windows Server 2019 Standard
e MSSQL Web Edition 2019
e Average 99.75% server uptime
e Unmetered bandwidth & disk space for customer account
e Shinjiru Anti DDOS Protection (refer https://www.shinjiru.com.my/security/ddos-protection/)

e  Shinjiru ISO 9001:2015 Certified (refer https://www.shinjiru.com.my/accreditations-awards/)

e Secure SSL connection (encrypted data transfer)

e Protected & monitored with RAID, Firewall, Antivirus, DDOS Protection, Auto Backup, 24/7 monitoring
e Daily automated database backup to multiple locations.

e Software fully managed by HR2000 technicians

e  Hardware fully managed by SHINJIRU (hosting) technicians

Shinjiru Anti DDOS Protection Feature:

1 Gbps Protection / Unlimited Amount of Attacks / Website Application Firewall (WAF) / Performance
Optimization (CDN) / Network (Layer 3/4) DDoS Protection / Http & Https Layer 7 DDoS Protection / High
Availability/Load Balancing / Firewall — HTTPS & PCI Compliant / Multiple Caching Level

6. Your Account

If you use the SERVICES, you are responsible for maintaining the confidentiality of your account and password and
for restricting access to your computer, and you agree to accept responsibility for all activities that occur under
your account or password. You must submit accurate salary/wage and payroll information to Service during the
enrollment process. Thereafter, you shall timely and accurately update all wage and payroll information as
necessary to reflect changes. It is your responsibility to submit complete and accurate information to the Service
and to remit the fees due in connection with the Service. It is your responsibility to check that statutory
contributions and banking files are calculated accurately.

During support of your usage, you may need to furnish some information to ease troubleshooting. The data we
asked should be relevant to troubleshoot and fix your issue in using the SERVICES.

HR2000 reserves the right to refuse service, terminate accounts or remove or edit content in its sole discretion.
You authorize and grant HR2000 the right of processing your data for your usage of the system, include but not
limited to reporting and analytics, billing, processing HR procedures, referring new customers and others.

HR 2000 SDN BHD (475163-M) | Website: www.hr2000.com.my
Tel: 03-5632-9094 (Hunting Lines) | e-Mail : sales@hr2000.com.my



http://www.hr2000.com.my/
https://www.shinjiru.com.my/security/ddos-protection/
https://www.shinjiru.com.my/accreditations-awards/)

7. Disclaimer of Warranties and Limited Liability

The service is made available "AS IS" and "AS AVAILABLE”. Your use of the Service is entirely at your own risk.
HR2000 disclaims all other warranties, express or implied, including but not limited to implied warranties of
merchantability and fitness for a particular purpose, for the service and all accompanying written materials.
HR2000 is not liable for damages for loss of business profits, business interruption, loss of business information, or
other pecuniary loss arising out of use or inability to use the service.

8. Notification of Changes

HR2000 reserves the right to change the terms of this policy, at our sole discretion, to ensure that it is consistent
with our future developments, industry trends, and/or any changes in legal or regulatory requirements. Notices to
you regarding any modifications to this policy may be sent to you through email or ordinary mail. Any
modifications to our policy will be announced on our website and other important pages. Therefore, it is suggested
that you frequently read this declaration.

HR 2000 SDN BHD (475163-M)
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Terms & Conditions

Version Date: Sept 25th 2025
Introduction:

These terms and conditions govern your use of these SERVICES; by using the SERVICES, you accept these terms and
conditions in full.

1. Privacy Statement

HR2000 is committed to protecting your privacy. Authorized employees within the company on a need-to-know
basis only use any information collected from individual customers. We constantly review our systems and data to
ensure the best possible service to our customers.

2. Trademarks & Copyright

iPayroll.com.my / iLoginHR.com / HRserver.com.my / Quick Pay / Quick Staff / Quick TMS are trademarks of
HR2000. HR2000's trademarks may not be used in connection with any product or service that is not of HR2000 in
any manner that is likely to cause confusion among customers. All trademarks not owned by HR2000 that appear
on this WEBSITES are the property of their respective owners. All content included on the site, such as text,
graphics, logos, button icons, images, audio clips, digital downloads, data compilations, and software, is the
property of HR2000. All software used on this site is the property of HR2000 or its software suppliers and is
protected by Malaysian and international copyright laws.

3. Confidentiality & Personal Data Protection Act 2010

HR2000 respects the privacy of individuals with regard to personal data and is committed to protecting the privacy
of our users, and strives to provide a safe, secure user experience. Client records are regarded as confidential and
therefore will not be divulged to any third party. We will not sell, share, or rent your personal information to any
third party.

4. Retention of the data

If you’re still actively using the SERVICES, the data shall be kept at a minimum of 7 years according to the law. If
you’re not using the SERVICES anymore or requests us to remove the data totally, we will clean it and not keeping
a copy of your data in our website.
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5. Prohibitions

You must not misuse this SERVICES. You will not: commit or encourage a criminal offense; transmit or distribute a
virus, trojan, worm, logic bomb or any other material which is malicious, technologically harmful, in breach of
confidence or in any way offensive or obscene; hack into any aspect of the Service; corrupt data; cause annoyance
to other users; infringe upon the rights of any other person's proprietary rights; send any unsolicited advertising or
promotional material, commonly referred to as "spam"; or attempt to affect the performance or functionality of
any computer facilities of or accessed through this SERVICES.

6. Customer Responsibilities

Customer acknowledges that they are solely responsible for the security of their account, including but not limited
to, the protection of their login credentials, access to the service, and any data or information stored or processed
within the service. Customer agrees to implement reasonable security measures to prevent unauthorized access to
their account and data, including, but not limited to, using strong passwords, regularly updating their systems, and
being vigilant against phishing and social engineering attacks. Customer is responsible for all activities that occur
under their account.

HR2000 will no longer provide support for obsolete or unsupported Windows operating systems, including
Windows XP, Windows Vista, and Windows 7. To ensure security, stability, and full compatibility with our products
and services, we recommend upgrading to a currently supported version of Windows.

7. Breaches of these terms and conditions

Without prejudice to HR2000 other rights under these terms and conditions, if you breach these terms and
conditions in any way, HR2000 may take such action as HR2000 deems appropriate to deal with the breach,
including suspending your access to the SERVICE, prohibiting you from accessing the SERVICES, blocking computers
using your IP address from accessing the SERVICES.

8. Force Majeure

Neither party shall be liable to the other for any failure to perform any obligation under any Agreement which is
due to an event beyond the control of such party including but not limited to any Act of God, terrorism, war,
Political insurgence, insurrection, riot, civil unrest, act of civil or military authority, uprising, earthquake, flood or
any other natural or man-made eventuality outside of our control, which causes the termination of an agreement
or contract entered into, nor which could have been reasonably foreseen. Any Party affected by such event shall
forthwith inform the other Party of the same and shall use all reasonable endeavors to comply with the terms and
conditions of any Agreement contained herein.

9. Software License Agreement

Each software license issued by HR2000 grants the customer a limited, non-exclusive, and non-transferable right
to use the software solely for internal business purposes. The software is licensed, not sold, and all ownership and
intellectual property rights remain with HR2000. Licenses may not be transferred, resold, rented, or sublicensed to
any third party.
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10. Annual Maintenance Contract & Fees

The SERVICES will be updated and maintained by HR2000. HR2000 retains the right to modify the frequency of
features release availability at its discretion. Future software additions, such as revisions to the employment act or
statutory board, bank format, and year-end reporting, require an annual maintenance contract. This agreement
will automatically be renewed annually after the first term ends, provided that one month's notice is given
beforehand. Either party may terminate the maintenance contract agreement by providing written notice before
the actual contract expiration date.

HR2000 maintains the right to amend maintenance fees with at least one (1) month's written notice. A number of
causes, such as rising operational costs, inflation, or shifts in third-party service provider fees, may necessitate
such alterations.

11. Redemption of Training Sessions

All Training session must be redeemed within 90 days period starting on the invoice date. Otherwise, the user is
deemed to have been trained.

12. Redemption of Plug-In Module

Every supplied PLUG-IN module must be redeemed within the warranty period starting on the invoice date.

The following PLUG-IN services are available upon customers’ request and subject to additional fees:

Poller Installation

Payslip Customization

Database Conversion

Database Clone Setup

e Database Portability: To obtain your Personal Data that you have provided to us with your consent in a
format which enables you to transfer that Personal Data to another organization

e  Plug-In: CEO Login (Group) / Claim Project / MTD Payroll GL Report / Claim GL Report

13. Indemnity

You agree to indemnify, defend and hold harmless HR2000, its directors, officers, employees, consultants, agents,
and affiliates, from any and all third-party claims, liability, damages and/or costs (including, but not limited to, legal
fees) arising from your use the SERVICES or your breach of the Terms of Service.

14. Notification of Changes

HR2000 reserves the right to change the terms of this policy, at our sole discretion, to ensure that it is consistent
with our future developments, industry trends, and/or any changes in legal or regulatory requirements. Notices to
you regarding any modifications to this policy may be sent to you through email or ordinary mail. Any
modifications to our policy will be announced on our website and other important pages. Therefore, it is suggested
that you frequently read this declaration.

HR 2000 SDN BHD (475163-M)
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Personal Data Protection Act (PDPA) 2010

Version Date: Sept 25th 2025
Introduction:

The Personal Data Protection Act 2010 (“PDPA”) is an Act that regulates the processing of personal data in regards
to commercial transaction. PDPA was enacted on June 2, 2010, and came into effect on November 15, 2013.
References: https://www.pdp.gov.my

The Act applies to any person who processes and has control over or authorizes the processing of any “personal
data” in respect of commercial transactions (“data user”). The Act even applies to persons not established in
Malaysia, if they use equipment in Malaysia for the processing of personal data.

1. How does HR2000 comply with PDPA ?

HR 2000 SDN BHD (“HR2000”, “we”, “our”, or “us”) respects the privacy of individuals with regard to personal data
and is committed to protecting the privacy of our users, and strives to provide a safe, secure user experience. This
privacy policy is formulated in accordance with the Personal Data Protection Act 2010 (“Act”), which describes
how your information is collected and used and your choices with respect to your Personal Data.

2. Information collected

We collect information about users during the registration process for certain parts of our websites/applications;
through their participation in certain activities and through the use of cookies. When you request pages from our
websites/applications, it automatically collects some information about your preferences, including your IP
address. We use this to help diagnose problems with our server, and to administer our site. The user-supplied
information collected is not shared with other organizations for commercial purposes.

3. Purpose of Personal Data collected

Personal Data that you provide to us voluntarily on our website and its other related channels will be processed for
the following purposes (“Purposes”): to complete transactions with you; to direct market to you; to understand
and analyze our sales, and your needs and preferences; to develop, enhance, market and provide products and
services to meet your needs; to improve our services; and, to respond to requests or complaints. We may collect
the following Personal Data from or in relation to you: Name; Address; Phone number(s); Date of birth; Email
address; Gender; Identity card number or passport number; Other personal particulars and salary related
information.
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4. Use and Disclosure

We will treat your Personal Data as confidential, in accordance with this Privacy Policy and with all applicable Data
Protection legislation and will process such Personal Data only for the Purposes and within the terms set out
herein. We are responsible for the Personal Data under our control, including Personal Data disclosed by us to a
Vendor (often referred to as the data processor). “Vendor” in this Privacy Policy means in relation to Personal Data
any person or entity (other than an employee of HR2000) who processes the Personal Data on behalf of us.
“Processing”, in relation to Personal Data means for example obtaining, recording, holding or using the Personal
Data in carrying out any operation or set of operations on the Personal Data including organization, compilation,
retrieval disclosure of the Personal Data for verification Purposes. We take every measure to provide a comparable
level of protection for Personal Data should the information be Processed by a Vendor.

5. Storage and Retention of Personal Data

Your Personal Data shall be stored either in hard copies in our offices or stored in servers and operated by us or
our service providers. Any Personal Data supplied by you will be retained by our organization as long as necessary
for the fulfillment of the purposes stated in (2) above or is required to satisfy legal regulatory, accounting
requirements or to protect our interests.

6. Internet Cookies

When you access our websites, we may collect non-personal data (e.g. type of Internet browser and operating
system used, domain name of the website from which you came, number of visits, average time spent on the site,
pages viewed). When you view our websites, we may store some data on your computer in the form of a “cookie”
to automatically recognize your personal computer next time you visit. Cookies can help us in many ways, for
example, by allowing us to tailor a website to better match your interests or to store your password to save you
having to re-enter it each time. If you do not wish to receive cookies, please configure your Internet browser to
erase all cookies from your computer’s hard drive, block all cookies or to receive a warning before a cookie is
stored.

7. Third Party Links

We may provide links and references to third party sites (e.g. articles, Malaysian government website links to
KWSP, LHDN, PERKESO). We have no control over such third-party sites, and you acknowledge and agree that we
are not responsible for the availability of such external sites or resources, and do not endorse and are not
responsible or liable for any content, advertising, products, services or materials on or available through such sites
or resources, including Third Party Content. You further acknowledge and agree that we shall not be responsible or
liable, directly or indirectly, for any damage or loss caused by or in connection with use of or reliance on any
content, goods or services on or available through any such site or resource.
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8. Confidentiality & Security

Personal Data held by us will be kept confidential in accordance with this Privacy Policy pursuant to any applicable
law that may from time to time be in force. The websites/applications have security measures in place to protect
the loss, misuse and alteration of the information under our control.

To safeguard your personal data from unauthorized access, collection, use, disclosure, copying, modification,
disposal or similar risks, we have introduced appropriate administrative, physical and technical measures such as
antivirus protection, encryption, and disclosing personal data both internally and to our authorized third-party
service providers and agents only on a need-to-know basis.

For the internet, unfortunately, no data transmission over the internet can be guaranteed as completely secure.
While we strive to protect such Personal Data, we cannot ensure or warrant the security of any Personal Data
transmitted to us and individuals do so at their own risk. We will take reasonable steps to protect that information
from misuse and loss and from unauthorized access, modification or disclosure.

9. Right of Access to Personal Data

Under the Act, you have the right of access to your Personal Data held by us. If you have any questions regarding
this Privacy Policy or if you wish to request access to your Personal Data or if you wish to correct your Personal
Data or if you wish to withdraw your consent to us for the processing of your Personal Data for the purposes as set
out in (2) above or for the transfer of your Personal Data to the parties stated in (3) above, you may send your
request in writing to us.

10. Customer Responsibilities

Customer acknowledges that they are solely responsible for the security of their account, including but not limited
to, the protection of their login credentials, access to the service, and any data or information stored or processed
within the service. Customer agrees to implement reasonable security measures to prevent unauthorized access to
their account and data, including, but not limited to, using strong passwords, regularly updating their systems, and
being vigilant against phishing and social engineering attacks. Customer is responsible for all activities that occur
under their account.

11. Data Protection Officer (DPO)

In Malaysia, the appointment of a Data Protection Officer (DPO) is mandatory for organizations meeting specific
criteria under the amended Personal Data Protection Act 2010 (PDPA), effective June 1, 2025.

HR2000 Data Protection Officer can be contacted via e-mail or telephone.
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12. Personal Data Breach Guideline

The term “personal data breach” is defined under the Personal Data Protection Act 2010 (the “PDPA”) as “any
breach of personal data, loss of personal data, misuse of personal data or unauthorized access of personal data”.

Actions to take in the event of a Personal Data Breach by the HR2000 Data Protection Officer (DPO):

e Containment: Immediately isolate and contain the breach to prevent further data compromise.

e Assessment: Gather facts about the breach, assess the potential harm to affected individuals, and
evaluate the risks.

e Notification: Notify the PDPC within 72 hours of becoming aware of the breach. Notify affected data
subjects within 7 days of notifying the PDPC, if the breach is likely to cause significant harm.

e Documentation: Maintain a detailed record of the breach, including the incident timeline, actions taken,
and any communication with the PDPC or data subjects.

e Remediation: Implement measures to address the breach, prevent future occurrences, and restore
affected systems.

13. Malaysian PDPA with EU General Data Protection Regulation (EU-GDPR)

This policy shall be governed in all respects by the laws of Malaysia. We reassure our clients that the Malaysian
PDPA, along with our SLA and T&C, complies with many of the requirements of the EU-GDPR.

14. Indemnity

You agree to indemnify, defend and hold harmless HR2000, its directors, officers, employees, consultants, agents,
and affiliates, from any and all third-party claims, liability, damages and/or costs (including, but not limited to, legal
fees) arising from your use the SERVICES or your breach of the Terms of Service.

15. Notification of Changes

HR2000 reserves the right to change the terms of this policy, at our sole discretion, to ensure that it is consistent
with our future developments, industry trends, and/or any changes in legal or regulatory requirements. Notices to
you regarding any modifications to this policy may be sent to you through email or ordinary mail. Any
modifications to our policy will be announced on our website and other important pages. Therefore, it is suggested
that you frequently read this declaration.

Data Protection Officer (DPO):

Mr W.K. CHIN

Tel: 03-56329094 (Hotline) / E-mail: cto@hr2000.com.my

HR 2000 SDN BHD (475163-M)
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Company : DEMONSTRATION COMPANY (DEMO_RAZMAH)

Report Title : Claim Entitlement for Travelling
Period : 2018/ 03
Report Date : 12/03/2018 (Mon) 03:53 PM
Employee Claim Item Desc Entitlement Usage Balance
001 - JENNIFER WHITE Millage Claim 99999.99 89.60 99910.39
Toll 99999.99 25.00 99974.99
Parking 99999.99 50.00 99949.99
Teksi/Grab car 99999.99 10.00 99989.99
Accomadation 0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
002 - HARITH OSMAN B. MUSTAFA  Millage Claim 99999.99 53.20 99946.79
Toll 99999.99 0.00 99999.99
Parking 99999.99 0.00 99999.99
Teksi/Grab car 99999.99 0.00 99999.99
Accomadation 0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
003 - TAN CHENG MEI Millage Claim 99999.99 70.00 99929.99

Toll 99999.99 0.00 99999.99




Company : DEMONSTRATION COMPANY (DEMO_RAZMAH)

Report Title : Claim Entitlement for Medical
Period : 2018/ 03
Report Date : 12/03/2018 (Mon) 03:54 PM
Employee Claim Item Desc Entitlement Usage Balance
001 - JENNIFER WHITE Medical Claim for Itself 500.00 50.00 450.00
Medical Claim for Family 500.00 10.00 490.00
Dental 500.00 10.00 490.00
Optical 500.00 10.00 490.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
002 - HARITH OSMAN B. MUSTAFA  Medical Claim for Itself 500.00 0.00 500.00
Medical Claim for Family 500.00 0.00 500.00
Dental 500.00 0.00 500.00
Optical 500.00 0.00 500.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
003 - TAN CHENG MEI Medical Claim for Itself 500.00 80.00 420.00
Medical Claim for Family 500.00 0.00 500.00




Company : DEMONSTRATION COMPANY (DEMO_RAZMAH)

Report Title : Claim Entitlement for Entertainment

Period : 2018/ 03

Report Date : 12/03/2018 (Mon) 03:55 PM

Employee Claim Item Desc Entitlement Usage Balance

001 - JENNIFER WHITE Food 9999999.99 100.00 9999899.99

Business trips 9999999.99 200.00 9999799.99

0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00

002 - HARITH OSMAN B. MUSTAFA  Food 9999999.99 0.00 9999999.99

Business trips 9999999.99 0.00 9999999.99

0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00

003 - TAN CHENG MEI Food 9999999.99 0.00 9999999.99

Business trips 9999999.99 0.00 9999999.99




Company :
Report Title :
Period :

Report Date :

DEMONSTRATION COMPANY (DEMO_RAZMAH)

Monthly Claim Taken Information for Month March for Travelling

2018 /03

12/03/2018 (Mon) 04:00 PM

Employee Date Claim KM Millage Claim Toll Parking Teksi/Grab Accomadatio
car n
Remark Total
005 - ARUMUGAM A/L 14/03/2018 100.00 70.00 0.00 0.00 0.00 0.00
GUNASEKARAN SRI MUDA SDN BHD 0.00 0.00 0.00 0.00 0.00 70.00
Total 70.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 70.00
007 - SAKURA OSHIN 20/03/2018 38.00 26.60 0.00 0.00 0.00 0.00
YAMAHA MAS UTARA SDN BHD 0.00 0.00 0.00 0.00 0.00 26.60
Total 26.60 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 26.60
119 - MAJID BIN LONGMAN  14/03/2018 70.00 49.00 20.00 10.00 0.00 10.00
Ayra Shopping Mart Sdn Bhd 0.00 0.00 0.00 0.00 0.00 89.00
Total 49.00 20.00 10.00 0.00 10.00
0.00 0.00 0.00 0.00 0.00 89.00
Grand Total 145.60 20.00 10.00 0.00 10.00
0.00 0.00 0.00 0.00 0.00 185.60




Company : DEMONSTRATION COMPANY (DEMO_RAZMAH)

Report Title : Monthly Claim Taken Information for Month March for Medical
Period : 2018 /03
Report Date : 12/03/2018 (Mon) 04:01 PM
Employee Date Claim KM Medical Claim Medical Claim Dental Optical
for Itself for Family
Remark Total
006 - FRAOQIS PIETTE 21/03/2018 0.00 100.00 0.00 0.00 0.00 0.00
Klinik Mediviron 0.00 0.00 0.00 0.00 0.00 100.00
Total 100.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 100.00
009 - LIM KOK SAl 07/03/2018 0.00 50.00 0.00 0.00 0.00 0.00
Klinik Mediviron 0.00 0.00 0.00 0.00 0.00 50.00
Total 50.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 50.00
119 - MAJID BIN LONGMAN  14/03/2018 0.00 100.00 0.00 200.00 100.00 0.00
Klinik Mesra 0.00 0.00 0.00 0.00 0.00 400.00
Total 100.00 0.00 200.00 100.00 0.00
0.00 0.00 0.00 0.00 0.00 400.00
208 - LIM SENG KIAT 13/03/2018 0.00 0.00 0.00 100.00 0.00 0.00
Dental 0.00 0.00 0.00 0.00 0.00 100.00
Total 0.00 0.00 100.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 100.00
Grand Total 250.00 0.00 300.00 100.00 0.00
0.00 0.00 0.00 0.00 0.00 650.00




Company : DEMONSTRATION COMPANY (DEMO_RAZMAH)

Report Title : Monthly Claim Taken Information for Month March for Misc
Period : 2018/03
Report Date : 12/03/2018 (Mon) 04:02 PM
Employee Date Claim KM Tool Statutory
Remark Total
115 - MAH SEE SEE 13/03/2018 0.00 150.00 200.00 0.00 0.00 0.00
Purchase Office tools 0.00 0.00 0.00 0.00 0.00 350.00
Total 150.00 200.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 350.00
119 - MAJID BIN LONGMAN  07/03/2018 0.00 200.00 100.00 0.00 0.00 0.00
Purchase Office tools 0.00 0.00 0.00 0.00 0.00 300.00
Total 200.00 100.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 300.00




Company : DEMONSTRATION COMPANY (DEMO_RAZMAH)

Report Title : Claim Detail Listing for Travelling

Period : 2018 /03

Report Date : 12/03/2018 (Mon) 04:33 PM

Employee Date Claim KMO01 Millage Claim Toll Teksi/Grab Accomadatio
Remark Status

001 - JENNIFER WHITE 23/01/2018 56.00 56.00 25.00 50.00 10.00 0.00
SUBANG JAYA Approved 0.00 0.00 0.00 0.00 0.00
16/01/2018 60.00 42.00 0.00 0.00 0.00 0.00
Client visit at Pendamaran Project Rejected 0.00 0.00 0.00 0.00 0.00
01/03/2018 85.00 59.50 0.00 0.00 0.00 0.00
MAJU MAKMUR SDN BHD Pending 0.00 0.00 0.00 0.00 0.00
20/02/2018 48.00 33.60 0.00 0.00 0.00 0.00
Visit site at Pendamaran Project Approved 0.00 0.00 0.00 0.00 0.00

002 - HARITH OSMAN B. 02/01/2018 50.00 35.00 0.00 0.00 0.00 0.00

MUSTAFA DAYA MATERIALS BERHAD Approved 0.00 0.00 0.00 0.00 0.00
06/02/2018 26.00 18.20 0.00 0.00 0.00 0.00
HR2000 SDN BHD Approved 0.00 0.00 0.00 0.00 0.00

003 - TAN CHENG MEI 13/02/2018 100.00 70.00 0.00 0.00 0.00 0.00
UBER MANAGEMENT SDN BHD Approved 0.00 0.00 0.00 0.00 0.00

004 - PHANG LEE BENG 15/01/2018 80.00 56.00 0.00 0.00 0.00 0.00

(TONY) UAE MALAYSIA SDN BHD Approved 0.00 0.00 0.00 0.00 0.00

005 - ARUMUGAM A/L 14/03/2018 100.00 70.00 0.00 0.00 0.00 0.00

GUNASEKARAN SRI MUDA SDN BHD Approved 0.00 0.00 0.00 0.00 0.00
16/01/2018 80.00 56.00 0.00 0.00 0.00 0.00
Wasilah Trading Sdn Bhd Approved 0.00 0.00 0.00 0.00 0.00

006 - FRAOIS PIETTE 21/03/2018 85.00 59.50 20.00 10.00 0.00 0.00
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